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From old to new paradigms: homo digitalis

A smart phone now has computing power superior to the computers
needed to send a man to the moon in 1969...

http://snowballsinwinter.wordpress.com



Private to Public

{;D WeKnowYourHouse.com

have you tweeted about being at home recently?
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WeKnowYourHouse.com is a social networking privacy experiment that has been designed to show what could happen when you tweet
about being at home with locations enabled, particularly from a mobile device. For more information, see how it works. Only the past
hour of data is displayed, after that it is fully deleted o protect the users privacy.

ghiLike B3 802 people like this. Be the first of your friends.

***dOnParis_xXx lives near ** | G- 2stcr. . United States

A
W

'hen I'm at home nobody hmul But soon as | make my way to Dallas they wanna call ugly ass"™ - about 3 minutes ago

***adevi_ lives near *****—19—1 Indonesia

"Will living this home soon :( <3 (at d's House) — hit wkit - about 3 minutes ago

***birbhatiab5 lives near ***_*m India

"At every party there r 2 kinds of people: those who want to go home & those who don't. The trouble is, they r usually married to each other” -
about 3 minutes ago

***ielle_DEMURE lives near **** | NEGEGE: ~*suma. . Yited States

"Home at last. #inally" - about 3 minutes ago

***mfabmonster lives near ** | NG **Paul, IR  United States

"Home at last (@ Home :)) http:/ft.col****" _ ahout 5 minutes ago

© GSM Association 2010



Technology: Reshaping concepts and values

Location — GPS/WLAN/CelliD/IP/Mac address/post
code?

Where | am now?
Home/work/membership
nere | have been

nere | am not

nere | am heading

nich route | travelled by

nich way | am facing/elevation
People I'm connected to/meet
Places/Things I'm connected to
Where | buy things

© GSM Association 2010

S ===



Transparency, notice, choice in an age of complexity
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Challenges: It's global — what borders? what rules?

TOP 5 COUNTRIES TOP 5 CITIES TOP 5 EXOTIC PLACES
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EJ TURKS AND CAIC




Mobile users care about privacy =l

GSIMmA.

Privacy is a significant concern for most mobile users

92% 81% 76%

are concerned about applications think safequarding their said they are very
collecting their personal information personal information is selective about Wholthey
without their consent very important give their information



People value location CSTA.

based services and
tailored advertising’

The more people use location-based
services (LBS), the more they value them,
but they want choice and control. Practical

services such as maps and weather are

the most frequently used location-based of users of location-based

services while users of these services services find them valuable
value them very highly they want control.

18%

are concerned at third parties
having access to the location of
their mobile without permission

81%

want to be asked permission to
share their location with a
service or an app

3. Sample is mobile internet users using location-based services (1,375)



57%

People who think consistent
rules should apply to any
company with access to their
location via their mobile




Key Challenges in Mobile

ECOSYSTEM - global; interconnected; fragmented:

= Inconsistent approaches to privacy = inconsistent user
privacy experiences

= multiparty, simultaneous information flows
= failure of ‘legal’ notice
REGULATION - patchwork of geographically bound laws:

= applies unequally according to technology and
Infrastructure

= Inconsistent privacy experiences, business barriers,
restrictions and burdens

USERS — privacy interests:
= shaped by dynamic and social contexts
= transcend borders and geographically bound laws
= want choice and control
= complexity of comprehension & understanding
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www.gsma.cambileprivac



